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New Layout

A fresher & cleaner look

A Menu structures are
largely the same

A Many new menu
items (e.g. email)

A Helps links almost
everywhere

A A lot more JavaScript
and AJAX to make the
web interface more
smaurt

A Better XHTML
compliance

Page 2

pbxnsip

Flease enter your login information. In environments with multiple
domains, you have to use an account name like
"username@domain”. In environments with only one domain, you
can use the form "user”. For more information about the login
procedure, please see the online documentation.

PBX Login
\ g

Account:
Password:
Login Type: | Automatic =
Language: |English [
| Login |

Remember lagin information,

Copyright & 2005-2010 pbxnsip Inc, All rights reserved, See the license agres

for more infermaticn.
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Automatic Blacklisting

Challenge: Users need to be able access the PBX from
anywhere on the planet.

This also makes it possible that scanners locate the PBX
and attempttodo bad things to it if we let it.

Example: Afriendly VolP scannero
We need an automatic way to stop these kind of attacks

Answer: We must keep a list of explicitly allowed addresses
and a list of automatically blocked addresses

Affects SIP and HTTP traffic
Suspicious attempts to access the system will be dealt with

Email notifications about new blacklisting table entries will
be sent to the system admin.

NSl eep weld lanhowimdtyour system i
protected.

o Bo Do o Do Po Do Do I
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pbxnsip

communicatic

Automatic Blacklisting

b ]
p XHS’p "The voice communications platform of choice.”

Control over
automatic
blacklisting

»° Settings ) Domains [] Email ¢ Status

IP Access Control: @

On this page yvou can cantrol which IP addresses may access the PBX service. You may specify I
and their policy. If there i= no match, packets are being accepted.

Mumber of tolerated attempts: |4 : Time for counting attempts: I 1 sl:l Blacklisting duration: I 1h :

zzes with their netmask

192.168.0.0/16 Allow ¥
127.0.0.1/32  Allow ¥
218.32.43.32/32 Block Y

IPv4: Add ent/ \ IP Address Netmask | 255.255.255.255 || Type | Allow |+ | JESEERE
IPvE: Add e IF Address Metmask I f128 El Type IAIID }

Listing and Manual

deletion of
entries

adding of
entries




More end user web page restrictions

A More control over
what is being offered
to the end user when
they log in to the
user portal.

A Typical cases like

passwords,
redirection, mailbox
access and email
settings.

A More enhancements
are planned for the
next major release.
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User Page Field Control: @

Thi= page lets the administrator to control what fields are displayed on the user pages

General Control

SIP password field
Web password field

Zalls, Presence, PAC watch fields

Redirection Control

Incoming anonymaous calls field

Call forward no answer timeout field

Mailbox Control
Mailbox Enabled field

Time until mailbox picks up field
Maximum Number of Mes=zages field

Mailbox Escape Account field

Email Control

Send a mailbox message by email field

After =ending a message field

pbxnsip

Show
2 Yes Mo
2 es Mo

@ Yes Mo

Show
2 ves Mo

2 es Mo

Show
@ ves No
@ vec MNo
@ ves No

2 es Mo

Show
2 ves Mo

@ ves Mo




New Email tab

A
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Email is becoming a

core feature for the
PBX

Email is reliable,
proven, easy, cheap,
mainstream,
understandable, &

Sending of CDRs now
possible to send via
email.

We added a new tab
for email to give
more space for setup

Support for TLS

pbxnsip

b ]
p x HS' p “The voice communications platform of choice.”

- Settings § Domains [ ] Email & Status

General »Messages ilexts

General Email Settings: @

There are several occasions where the PBX wants to send emails out. On this page
may override these settings in each domain or keep them global.

“From" Address (e.g. "PBX" <pbxw@domain.com=]: In:hristian.stredicke@gmail.cc
Account (e.g. pha): I-:hristian.stredin::l-ce@gmail.n::n:
Password (e.g. =ecret): I----------

Fassword (repeat): I----------

SMTP Server (e.q. smtp.domain.com): Ismtp.guuglemail.cnm:455
Encryption: | Always use TLS El

Usze zame settings for all domains: @ ez ) no




More control of admin emails sent
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Email Event Notifications: @

On important events, the PBX will attempt to send a notification message to a list of administrator accounts. The tan be

zpecified below. You can also select which events yvou want the PBEX to notify.

Admin email address (e.g. "User" <user@domain.com=, list separated by semicolon):
Send the midnight email about the CPU usage of the last day:
When a call gets rejected because the CPU load was too high:

When the status of a trunk chanages (if selected in the trunk setting):

When the license will expire in less than 30 days:

When a registration status of an extension changes and the administrator should be notified about that:

When the system was restarted:

When a new recording is available on the file system:

When the allocation of a new CO-line failed and a call was rejected because of this:
Send Emails to admin for trunk failover events

When somecone dials an emergency number:

When the PBX disconnects a call because of one-way audio:

When the PEX dizconnects a call because it could not be establizhed:

When a registration chanages it's address but keeps the call-10:

When the PEX received a BYE meszage and did not receive media just before the BYE:

Send email to admin when FEX blacklistz an IF address

_nhyn¢in
Central place
for admin

email address

@ ves O no

@ yes O no

oy FOr every
¢v='I possible

"~ lemall, a
. ...| on/off flag

@ yes O no

@ yes O no




pbxnsip
Tight control of Email templates i

A Able to address Email Templates: @
|Ocallzat|0n needs ;Jn thils page, you can change the texts for the various emails that the PBX sends out. The easiest way to do this is to
. rom the system.
In every setu P

A Welcome Welcome Email: @ Default ©) Custom
Email with the call data records of the last day: @ Default ) Custom
el I lal |S Email with the statistics of the day of an agent group: Default @:ECustcm
A S H | d‘ I <?xml version="1.0" encoding="UTF-8" 7> -
F)EE(:|61 IEi <!DOCTYPE html PUBLIC "-//W3C//DID XHTML 1.0 Transitional//EN" E
"http:/ www. w3 org/TR/Xhtmll/DTD/xhtmll-transitional.dtd">
plan <html xmlns="http://www.w3.org/1998/xhtml">
<head>
- - Ve
I n S t r u C t I <Lf 1er11r§titlelj-{sse variable name}{lng title2}{ssi variakle datel</title>
<Sgle vpE="tExt/css"

. .normalText {
FONT-5IZE: 12px; FONT-FAMILY: Verdana/\ border-bottom: 10pt
ans 10 take tnis )

header2Text { =

to the next level :
. Email with the current status of the conference: @ Default ©) Custom

for everything _

Email about the cur O d h @ Default ) Custom
(Web’ emal I’ pnp ) Email about a misse Verrl e t e @ Default ) Custom
In 5 O Email with the CPU defaun: In a @ Default ) Custom

Email with the data text WindOW @ Default ) Customn

Email with a voicem @ Default L) Custom

Conference Invitation {(vCard); @ Default Custom
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Enhanced status screen

Version: 4.0.1.3426 (Linux)
License Status: Key for intern.snom.com More |nf0rmat|0n
License Duration: 62 days
Additional license information: Accounts: 226/250 Upgrade: 1 1 2011 a b O u t m e m O r y y
Working Directory: Jfsrv/pbx
MAC Addresses: 00145ECD44CA 00145ECD44CE
Calls: 443/167 (CDR: 343/961/778) 0/0 Calls
SIP packet statistics: T 928557 R 937873
Emails: Successful sent: 598 Unsuccessful attempts: 0
Available file system space: 39%
Uptime: 2010/2/13 23:34:07 (uptime: 2 days 02:53:52) (42366 4] More eXplanati()nS
Mumber of HTTP sessions: Sessions: PAC=0, HTTP=3; Threads: SIF=93, HTTP=1
about the graphs
lie Average Load
B Feak usage of the CPU

Media CPU Horizontal line shows the CPU en new calls are being
Usage: - rejected because of perform problems.

L 0% vertical line shows you where the log is currently writing into

0 24 hours the graph.

h m Mumber of call

=i | New graph about
] B Number of callg . .
s L e i registrations

[l 251

Calls:

24 hours

B Number of registrati

Reaqistrations: - 7 —
B Number of registrations plus subscriptions
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More useful domain

Domain Status Overview: @

Flease use the information on this web page when you address the support. It makes it much easier to locate the problems.

VEersion:

Accounts:

Extensions
Attendants
Conferences

Hunt Groups

The voice communications platform of choice

status screen

4.0.1.3419 (Win32)

Information about
account usage

Agent Group (Queues)

Calling Cards
Paging Groups
Service Flags
IWVR Nodes
O Lines

Fegistered Extensions
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Dial plan enhancements

A Customers require outbound call authentication
A Dial plan now contains two more flags:
i hPo for require PIN authenticat

i AiCo for code authentication (CM
one shows up in the CDR

A Can be assigned depending on dial plan and route

Pref Trunk C P Pattern Replacement
IEE- Unassigned -

100 ENUM - [ 011* sip-+\1@e164 arpa;enur
200 PSTN Gateway - 7

Save
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Improved cell phone support pbxnsip

A

To o o
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Announcement of caller -ID

I When local extension is calling, the PBX just says the name
(if recorded) or the extension number (not the ANI)

Forking in hunt groups and ACD

I Extensions can now decide if they want to receive calls as
agents in a hunt group or ACD on their cell phone

I This is still subject to the service hours defined in the
extension

Callback without connecting the call

I New IVR menu that offers callback without connecting the
call

Multiple phones numbers to fork per extension now supported
Switching between cell phone and SIP phone via star code.
Easier transfer to cell phone from extension



pbxnsip

Improved paging

A Paging announcement

I PBX now plays announcement tone when all devices are
ready to play back announcement

I Same thing when the paging stops (only to the paged
devices)
I This also works for multicast paging
I This replaces the ring back tone
A Provisioning can now deal with multiple multicast paging
groups
I For snom phones, 10 groups are now supported
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More extension permissions

o To Do To Do o I»
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Permissions can now be controlled in very much detall,
space - separated lists

Call barge, teaching, listening still the same
Intercom must be explicitly enabled
DND override for secretary  -boss relationships

Definition who is allowed to change the night -mode
destination

Extension clean up (primarily for the reception in hotels)

Explicit listing who is allowed to call an extension (large
deployments with management circle)



poxnsipiy

New Memory Management

A 64 -bit versions available

I Deal with the problem that every thread needs several
MB address space

I Still 32 -bit version will remain mainstream as most host
systems today are 32  -hit

A Complete control over memory allocation
I Library cannot deal with fragmentation
I PBX now also takes care about large memory chunks
I Container classes now also under managed memory
I More efficient usage of the memory

A More control over threads
I Limit number of threads for SIP and HTTP
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Domain certificates enhancements

A Complete overhaul of the TLS stack
I No more hardcoded limits (1024, 2048 bits etc)
I Should be pretty safe against buffer exploit attacks

I There were some issues with MAC and RSA keys that
donot fill the bits which shoul

A PBX supports TLS extension for identifying the domain
during TLS setup

i Every domain can now have itos
I May contain multiple certificated (certificate path)
I Default domain can still be defined
A Next steps (version 5)
I Client certificates for registering without password
I Optional checking of certificate path
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Attendant changes

A Direct destinations may now contain patterns

I Useful in migration scenarios when certain extensions
must be called over a trunk

I Works like the dial plan pattern/replacement schemes

A Message management
I Separate screen for playing back current IVR recordings
I Files can be uploaded through the web interface
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ACD additions

A Login and logout is now kept in separate table
I Dally start/end timestamps
I Minute -precise agent availability times

A Priority of a ACD

I Defines priority for accessing agents that are in different
ACD

I Makes it possible to provide gold/silver/regular support
A Email on connection of a call

I So that the agent has information about the caller in his
Inbox after picking up the call

I Email may contain CMC and other information
A Attended transfer into ACD works now
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CDR improvements

A New CDR concept addresses the different views on the
system

I Trunk CDR show the ncarri e
attendant etc donot matter

I Extension CDR show the user point of view

I Account point of view show information about the call
itself

A Four ways of reporting CDR:
I Email CDR is very reliable and easy to integrate

i ASt mpl e CDRo for | egacy systems
simple ASCII

I CSV CDR appended to daily rotating files
I SOAP as the generic fallback method

O po

r
)
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Example trunk CDR

A Simple, ASCIl -based
protocol

A Easy to process
automatically, e.g.
with email2db

A Contains information
about trunk,
domain, duration,
local time, GMT
time, direction, local
and remote party
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From: "Richard Sousa" <sip:495@pbxnsip.com>
To: <sip:+331746198749@pbxnsip.com;user=phone>
Call - 1D: 9633d123@pbx

Direction: O

Remote: +331746198749

Local: 495

TrunkName Vegastream

TrunkiD: 1

Domain: pbxnsip.com

LocalTime: 20100213213248

Start: 20100213203248

Connect: 20100213203306
DurationHHMMS&:01:37

DurationSec: 97

End: 20100213203443



Added RTCP -XR Support -
(Real Time Control Protocol p bX"S’p |

eXtended = Reports = - RFC 3611)
A VolIP has to deal with packet loss

That was not the case in the good old TDM world
Relevant for proper billing of customers

Must - have for SLA monitoring

Media termination ends have to support it

A Goes beyond the RTCP reports

Every RTP packet can be acknowledged, timestamp for
every packet reported, thinning reduces the overhead

Statistics about jitter, mean jitter, standard deviation,
packet loss, double packets

Reports about bursts (no packets for a short time),
packet densities during that time

More reports not related to network, e.g. noise levels

A RTCP can still be used to measure the roundtrip delay
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QoS CDR

A Based on RTCP -XR

A PBX sends local
and remote reports

I If the phone or
carrier also
supports RTCP -XR,
the reports get
more useful

A Additional
Information about
signaling
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VQSessionReport CallTerm
LocalMetrics :

Timestamps:STARPR010 02- 13T20:33:06Z STOP=20102-
13T20:34:432

CalllD:9633d123@pbx

FromlD<sip:01746198749@192.168.0.248;user=phone>;tag=007b
189A3ABFDDCA

TolD:"Ricardo Sousa"
<sip:39833495@192.168.0.248;user=phone>;tag=693246152

SessionDesc:PFEO PDpcmuSR=8000 FD=20 FO=0 FPP=1 PPS=50
PLC=3

LocalAddr:IP =192.168.0.233 PORT=62856 SSRC=0xb349930c

RemoteAddr:IR=192.168.0.248 PORT=15318 SSRC=0x3ddb6f01

x- UserAgent:pbxnsip- PBX/4.0.1.3426

x- SIPmetrics:SVA=RG SRD=9885 SFC=0

x- SIPterm:SDGOK SDD=6 SDR=0OR

PacketLoss:NLR0.0 JDR=0.0

BurstGapLoss:BLB0.0 BD=0 GLD=0.0 GD=0 GMIN=16

Delay:RTE0 ESD=0



Prepaid support available pbanip

To I

To To o
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Extensions and domains now may have credit
PBX may mix tones into audio stream
i Whenever a Acoino falls down
I Or when the last minute starts
Trunks must have  A-Z rate table loaded in and defined
I new rates tab on trunk settings
CDR contains the charged amount
New SOAP request for recharging accounts and domains
Amount maybe specified on the extension or the domain
I new field in domain and extension settings



