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New Layout

A fresher & cleaner look

A Menu structures are
largely the same

A Many new menu
items (e.g. email)

A Helps links almost
everywhere

A A lot more JavaScript
and AJAX to make the
web interface more
smaurt

A Better XHTML
compliance
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Flease enter your login information. In environments with multiple
domains, you have to use an account name like
"username@domain”. In environments with only one domain, you
can use the form "user”. For more information about the login
procedure, please see the online documentation.

PBX Login
\ g

Account:
Password:
Login Type: | Automatic =
Language: |English [
| Login |

Remember lagin information,

Copyright & 2005-2010 pbxnsip Inc, All rights reserved, See the license agres
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Automatic Blacklisting

Challenge: Users need to be able access the PBX from
anywhere on the planet.

This also makes it possible that scanners locate the PBX
and attempttodo bad things to it if we let it.

Example: Afriendly VolP scannero
We need an automatic way to stop these kind of attacks

Answer: We must keep a list of explicitly allowed addresses
and a list of automatically blocked addresses

Affects SIP and HTTP traffic
Suspicious attempts to access the system will be dealt with

Email notifications about new blacklisting table entries will
be sent to the system admin.

NSl eep weld lanhowimdtyour system i
protected.

o Bo Do o Do Po Do Do I
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communicatic

Automatic Blacklisting

b ]
p XHS’p "The voice communications platform of choice.”

Control over
automatic
blacklisting

»° Settings ) Domains [] Email ¢ Status

IP Access Control: @

On this page yvou can cantrol which IP addresses may access the PBX service. You may specify I
and their policy. If there i= no match, packets are being accepted.

Mumber of tolerated attempts: |4 : Time for counting attempts: I 1 sl:l Blacklisting duration: I 1h :

zzes with their netmask

192.168.0.0/16 Allow ¥
127.0.0.1/32  Allow ¥
218.32.43.32/32 Block Y

IPv4: Add ent/ \ IP Address Netmask | 255.255.255.255 || Type | Allow |+ | JESEERE
IPvE: Add e IF Address Metmask I f128 El Type IAIID }

Listing and Manual

deletion of
entries

adding of
entries
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More end user web page restrictions

A More control over
what is being offered
to the end user when
they log in to the
user portal.

A Typical cases like
passwords,
redirection, mailbox
access and email
settings.

A More enhancements
are planned for the
next major release.
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