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New Layout

Åfresher & cleaner look

ÅMenu structures are 
largely the same

ÅMany new menu 
items (e.g. email)

ÅHelps links almost 
everywhere

ÅA lot more JavaScript 
and AJAX to make the 
web interface more 
smart

ÅBetter XHTML 
compliance



Å Challenge: Users need to be able access the PBX from 
anywhere on the planet. 

Å This also makes it possible that scanners locate the PBX 
and attempt to do bad things to it if we let it. 

Å Example: ñfriendly VoIP scannerò

Å We need an automatic way to stop these kind of attacks

Å Answer: We must keep a list of explicitly allowed addresses 
and a list of automatically blocked addresses

Å Affects SIP and HTTP traffic

Å Suspicious attempts to access the system will be dealt with

Å Email notifications about new blacklisting table entries will 
be sent to the system admin. 

Å ñSleep well at nightò knowing your system is being 
protected. 

Automatic Blacklisting
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Automatic Blacklisting
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Control over 
automatic 
blacklisting

Manual 
adding of 
entries

Listing and 
deletion of 
entries



More end user web page restrictions
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Å More control over 
what is being offered 
to the end user when 
they log in to the 
user portal. 

Å Typical cases like 
passwords, 
redirection, mailbox 
access and email 
settings. 

Å More enhancements 
are planned for the 
next major release.



New Email tab
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Å Email is becoming a 
core feature for the 
PBX

Å Email is reliable, 
proven, easy, cheap, 
mainstream, 
understandable, é

Å Sending of CDRs now 
possible to send via 
email. 

Å We added a new tab 
for email to give 
more space for setup

Å Support for TLS



More control of admin emails sent
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Central place 
for admin 
email address

For every
possible 
email, a 
on/off flag



Tight control of Email templates
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Å Able to address 
localization needs 
in every setup

Å Welcome
emails

Å Special dial 
plan 
instructions, é

Å Plans to take this 
to the next level 
for everything 
(web, email, pnp ) 
in 5.0

Override the 
default in a 
text window
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Enhanced status screen

More explanations 
about the graphs

More information 
about memory, é

New graph about 
registrations
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More useful domain status screen

Information about 
account usage



Å Customers require outbound call authentication

Å Dial plan now contains two more flags:

ïñPò for require PIN authentication (PIN of the mailbox)

ïñCò for code authentication (CMC in address book), this 
one shows up in the CDR

Å Can be assigned depending on dial plan and route

Dial plan enhancements
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Å Announcement of caller - ID

ïWhen local extension is calling, the PBX just says the name 
(if recorded) or the extension number (not the ANI)

Å Forking in hunt groups and ACD

ïExtensions can now decide if they want to receive calls as 
agents in a hunt group or ACD on their cell phone

ïThis is still subject to the service hours defined in the 
extension

Å Callback without connecting the call

ïNew IVR menu that offers callback without connecting the 
call

Å Multiple phones numbers to fork per extension now supported

Å Switching between cell phone and SIP phone via star code. 

Å Easier transfer to cell phone from extension 

Improved cell phone support
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Å Paging announcement

ïPBX now plays announcement tone when all devices are 
ready to play back announcement

ïSame thing when the paging stops (only to the paged 
devices)

ïThis also works for multicast paging

ïThis replaces the ring back tone

Å Provisioning can now deal with multiple multicast paging 
groups

ïFor snom phones, 10 groups are now supported

Improved paging
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Å Permissions can now be controlled in very much detail, 
space -separated lists

Å Call barge, teaching, listening still the same

Å Intercom must be explicitly enabled

Å DND override for secretary -boss relationships

Å Definition who is allowed to change the night -mode 
destination

Å Extension clean up (primarily for the reception in hotels)

Å Explicit listing who is allowed to call an extension (large 
deployments with management circle)

More extension permissions
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Å 64 -bit versions available

ïDeal with the problem that every thread needs several 
MB address space

ïStill 32 -bit version will remain mainstream as most host 
systems today are 32 -bit

Å Complete control over memory allocation

ïLibrary cannot deal with fragmentation

ïPBX now also takes care about large memory chunks

ïContainer classes now also under managed memory

ïMore efficient usage of the memory

Å More control over threads

ïLimit number of threads for SIP and HTTP

New Memory Management
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Å Complete overhaul of the TLS stack

ïNo more hardcoded limits (1024, 2048 bits etc)

ïShould be pretty safe against buffer exploit attacks

ïThere were some issues with MAC and RSA keys that 
donôt fill the bits which should be fixed now

Å PBX supports TLS extension for identifying the domain 
during TLS setup

ïEvery domain can now have itôs own certificate

ïMay contain multiple certificated (certificate path)

ïDefault domain can still be defined

Å Next steps (version 5)

ïClient certificates for registering without password

ïOptional checking of certificate path

Domain certificates enhancements
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Å Direct destinations may now contain patterns

ïUseful in migration scenarios when certain extensions 
must be called over a trunk

ïWorks like the dial plan pattern/replacement schemes

Å Message management

ïSeparate screen for playing back current IVR recordings

ïFiles can be uploaded through the web interface

Attendant changes
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Å Login and logout is now kept in separate table

ïDaily start/end timestamps

ïMinute -precise agent availability times

Å Priority of a ACD

ïDefines priority for accessing agents that are in different 
ACD

ïMakes it possible to provide gold/silver/regular support

Å Email on connection of a call

ïSo that the agent has information about the caller in his 
inbox after picking up the call

ïEmail may contain CMC and other information

Å Attended transfer into ACD works now

ACD additions
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Å New CDR concept addresses the different views on the 
system

ïTrunk CDR show the ñcarrierò point of view (hold, auto 
attendant etc donôt matter)

ïExtension CDR show the user point of view

ïAccount point of view show information about the call 
itself

Å Four ways of reporting CDR:

ïEmail CDR is very reliable and easy to integrate

ïñSimple CDRò for legacy systems that need TCP and 
simple ASCII

ïCSV CDR appended to daily rotating files

ïSOAP as the generic fallback method

CDR improvements
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Example trunk CDR

ÅSimple, ASCII -based 
protocol

ÅEasy to process 
automatically, e.g. 
with email2db

ÅContains information 
about trunk, 
domain, duration, 
local time, GMT 
time, direction, local 
and remote party

From: "Richard Sousa" <sip:495@pbxnsip.com>

To: <sip:+331746198749@pbxnsip.com;user=phone>

Call - ID: 9633d123@pbx

Direction: O

Remote: +331746198749

Local: 495

TrunkName: Vegastream

TrunkID: 1

Domain: pbxnsip.com

LocalTime: 20100213213248

Start: 20100213203248

Connect: 20100213203306

DurationHHMMSS: 0:01:37

DurationSec: 97

End: 20100213203443



Å VoIP has to deal with packet loss

ïThat was not the case in the good old TDM world

ïRelevant for proper billing of customers

ïMust -have for SLA monitoring

ïMedia termination ends have to support it

Å Goes beyond the RTCP reports

ïEvery RTP packet can be acknowledged, timestamp for 
every packet reported, thinning reduces the overhead

ïStatistics about jitter, mean jitter, standard deviation, 
packet loss, double packets

ïReports about bursts (no packets for a short time), 
packet densities during that time

ïMore reports not related to network, e.g. noise levels

Å RTCP can still be used to measure the roundtrip delay

Added RTCP - XR Support
(Real Time Control Protocol 
eXtended Reports ïRFC 3611)
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QoS CDR

ÅBased on RTCP -XR

ÅPBX sends local 
and remote reports
ïIf the phone or 

carrier also 
supports RTCP -XR, 
the reports get 
more useful

ÅAdditional 
information about 
signaling

VQSessionReport: CallTerm

LocalMetrics :

Timestamps:START=2010- 02- 13T20:33:06Z STOP=2010- 02-
13T20:34:43Z

CallID:9633d123@pbx

FromID:<sip:01746198749@192.168.0.248;user=phone>;tag=007D-
189A- 3ABFDDCA

ToID:"Ricardo Sousa" 
<sip:39833495@192.168.0.248;user=phone>;tag=693246152

SessionDesc:PT=0 PD=pcmuSR=8000 FD=20 FO=0 FPP=1 PPS=50 
PLC=3

LocalAddr:IP =192.168.0.233 PORT=62856 SSRC=0xb349930c

RemoteAddr:IP=192.168.0.248 PORT=15318 SSRC=0x3ddb6f01

x- UserAgent:pbxnsip- PBX/4.0.1.3426

x- SIPmetrics:SVA=RG SRD=9885 SFC=0

x- SIPterm:SDC=OK SDD=6 SDR=OR

PacketLoss:NLR=0.0 JDR=0.0

BurstGapLoss:BLD=0.0 BD=0 GLD=0.0 GD=0 GMIN=16

Delay:RTD=0 ESD=0



Å Extensions and domains now may have credit

Å PBX may mix tones into audio stream

ïWhenever a ñcoinò falls down

ïOr when the last minute starts

Å Trunks must have A-Z rate table loaded in and defined

ïnew rates tab on trunk settings

Å CDR contains the charged amount

Å New SOAP request for recharging accounts and domains

Å Amount maybe specified on the extension or the domain

ïnew field in domain and extension settings 

Prepaid support available
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